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Abstract 

In this research, the cybersecurity formation issue in the Russian Federation is examined. The topicality of the theme is 

provoked by the mass character of hacker attacks that represent public threat not only for an every single person but also for the 

whole state. Moreover, the cyberthreat phenomenon is not regulated legally or economically that bounds an opportunity of perpe-

 

The novelty of the research appears to be in the Digital Single Market Experience appealing to the Russian legal develop-

ment and is aimed to view the potential in the European progress. 

Key words: Digital Single Market strategy, cybersecurity ensuring of Russia, hacker attacks, cybersecurity regulation of 

Russian Federation, cybersecurity strategy of Russian Federation, the Directive of the European Parliament and of the Council, Cy-

bersecurity Strategy of the European Union. 

1. Introduction 

rity assurance of Russia straightly depends on the stakeholder interaction level: state, scientific  re-

 

According to the Kaspersky Lab statistics, 28, 7% of cyber local threat is expected to be measured in Russia for only a 

month relatively to the world. Addressing to the web-threat, the Russian Federation takes the 3
rd

 place worldwide, which is 20, 3% 

for a month [2].  

It goes without saying that ther

conditions that provide the safety of all cyberspace forms from the maximum amount of the threats and objectionable conse-

definition is secured in the Concept of the cybersecurity strategy of the Russian Federa-

tion Project. However, the main goal is not to protect users from the greatest amount of attacks but to provide comfortable and 

productive surrounding for the users, customers, sellers and other consumers. This definition persuades to create even more 

threats to fight it. Moreover, cybersecurity contains obligatory aspects such as cyberspace and connections between parties of the 

public relations. In respect of this condition, it is necessary to change the approach for cybersecurity in order to clarify the destina-

tion and significance of this phenomenon. 

Furthermore, cybersecurity is meant to defense citizens from the leaking and publication of the personal data, fraud, 

blackmailing, dangerous data spreading and citizen infrastructure attack. The online-banking system, system or online sales block-

ing and hack attacks on the private websites could influence all types of enterprises. The state appears to be under the huge pres-

sure while key state systems are under attack such as e-  

  primarily intellectual property and trade secrets. Data theft and 

business disruption are the most exp -Security, Inc. in the maga-


